CS 181u Applied Logic

L ecture 14

Symbolic Model Checking



In Computer Aided Verification 2018

Algorithms for Model Checking
HyperLTL and HyperCTL*

Bernd Finkbeiner!, Markus N. Rabe!, and César Sanchez?

!Saarland University, “IMDEA Software Institute

Abstract. We present an antomata-based algorithm for checking finite
state systems for hyperproperties specified in HyperLTL and HyperCTL".
For the alternation-free fragments of HyperLTL and HyperCTL" the au-
tomaton construction allows us to leverage existing model checking tech-
nology. Along several case studies, we demonstrate that the approach en-
ables the verification of real hardware designs for properties that could
not be checked before. We study information flow properties of an 12C
bus master, the symmetric access to a shared resource in a mutual exclu-
sion protocol, and the functional correctness of encoders and decoders
for error resistant codes.
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Variable Replacement

We often need to replace variables with other expressions.
For a formula f, variable v, and expression e, we write

fle/v] to indicate a new formula that is the same as f
but with all occurences of v replaced by e.

Example: f=-2x A —y

flz/x] ==z Ay
fll'/x]=-"TN-y=FAN-y=F
fIF/yl=—ax AN F=-2xANT=—x

We can do several variables at once:

fl-w, F)/(z,y)] = ——w A —F =w
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1. writing Jv : f
2. plugging in all possible values of v into f and
taking a disjunction.
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Existential Quantifier Elimination

For a formula f, we can “get rid”" of a variable v by

1. writing Jv : f
2. plugging in all possible values of v into f and
taking a disjunction.

For Boolean formulas:
Jv o f = [fIT/v] vV [IF/v]
Example: f=-2 Ay
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Existential Quantifier Elimination

For a formula f, we can “get rid”" of a variable v by

1. writing Jv : f
2. plugging in all possible values of v into f and
taking a disjunction.

For Boolean formulas:
Jv = f = f[T/v] v fIF/v
Example: f=-2 Ay
Jy o f = f[T/y] vV fIF/y
(—xA=T) V (—mx A—F)
FV —x=—x

t No more y
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Explicit Model Representation

The transition system M is specified by
literally listing out all of the pieces.

@.@ States: S ={0,1,2,3}
Initial States: I = {0}
Transitions:
2. B _ J(0,1) (0,2) (1,3) (2,3)
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3,1) (3,2)

)

Atomic Propositions: AP = {p,q,r}



Explicit Model Representation

The transition system M is specified by
literally listing out all of the pieces.

{r} {r}

@.@ States: S ={0,1,2,3}

Initial States: I = {0}

Transitions:
@9 _ J(0,1) (0,
R={{0 @

2) (L,
{r,a} {p,q} ,0) (3,1) (3,2)

Atomic Propositions: AP = {p,q,r}
Labelling Function £ : 5 — P(AP)

LO)={r}  L(2)={rq}
L) =A{r} L) =A{p q}
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Symbolic Model Representation

Represent M using Booelan logic.

{r.q} {p,q}
States binary |truth values
T |y X Y
0 0 |0 F F
1 0 |1 F T
2 1 |0 | T F
3 1 |1 T T
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Represent M using Boolean logic.

17} (r} Initial State: ~z A —y

@.@ Atomic Propositions: AP = {p,q,r}
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Symbolic Model Representation

Represent M using Boolean logic.

s

Initial State: —x A —y
Atomic Propositions: AP = {p,q,r}

Labelling Function E}Q@

L:AP — F(x,y)

{r,q} {p,q}
States binary |truth values Boolean formula
T |y X Y
0 0 |0 F F -z A\ Yy
1 0 |1 F 1 - A\ Y
2 1 |0 T F x N\ Yy
3 I |1 T T T N\Y




Symbolic Model Representation

Represent M using Boolean logic.

s

Initial State: —x A —y
Atomic Propositions: AP = {p,q,r}

Labelling Function E}Q@

Pp=xN\Y
L:AP — F(x,y) ¢==

{r a} {p, q} r=-(xAy)=-p
States binary |truth values Boolean formula
T |y X Y
0 0 |0 F F -z A\ Yy
1 0 |1 F 1 - A\ Y
2 1 |0 T F x N\ Yy
3 I |1 T T T N\Y
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Represent M using Boolean logic.

1} {r} Transitions:

@.@ Let the “next” state variables be
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CHRD
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Symbolic Model Representation

Represent M using Boolean logic.

17} {r} Transitions:
@.@ Let the “next” state variables be

V= {xlay/}
OHR® @D
{r,q} {p, q}
R = (:z:’::z:/\y’:ﬂy)\/(x’zﬂli/\y/:y)

“we can get from one state to the next by keeping
one variable the same and negating the other”



Symbolic Model Representation

Represent M using Boolean logic.

1} {r} Transitions:

@.@ Let the “next” state variables be
. . V' = {2y}

CHRD

{r,a} {p,qa}
R = (:1:’:x/\y’Zﬂy)\/(iU/:_'ZE/\y/:y)
Explicit (07 1) (27 3) (17 3) (Ov 2)
transitions (1, O) (3, 2) (3, 1) (2, O)

“we can get from one state to the next by keeping
one variable the same and negating the other”
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How to check if M = ¢orr?
Convert ¢y, In existential negation normal form.

ENNF uses only KFG, EU, EX, L, T,-,A,V,AP.
S, = SAT(¢) = (Set of states of M that satisfy ¢.)

case
¢is T : return S
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Symbolic Model Checking

How to check if M = ¢orr?
Convert ¢y, In existential negation normal form.

ENNF uses only KFG, EU, EX, L, T,-,A,V,AP.
(Set of states of M that satisfy ¢.)

Sy = SAT(¢) =

case

¢is T : return S
¢ is p; : return {s:p € L(S)}

ois NP :
ois NP :

return SAT (¢)N SAT ()
return SAT (¢)U SAT ()

¢ is 1@ : return S — SAT(¢)

bis EX¢ -

o is EGo :

¢ is pEUY :

return SAT gx (@)
return SAT gu (@)
return SAT gc ()

€SacC

Check if 1 C S. If SO, M = ¢C’TL-

We gave special
algorithms for each
of these operators
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The Algorithm for £X ¢

After labelling all states s that satisfy ¢, label and
state s’ with E X ¢ if there is a transition from s’ to s.

EX¢

s O

Call this process SAT gx (¢)
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¢
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For any state s’ labelled with ¢, if at least one successor
state s is labelled with ¢ EU 1), then label s’ with
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The Algorithm for ¢ EU 1)

¢
o EU ¢ @ O

P
¢ LU 1

If a state is labelled with ) label it with ¢ EU 1.

For any state s’ labelled with ¢, if at least one successor
state s is labelled with ¢ EU 1), then label s’ with
¢ EU 1 as well. Repeat until labels stop changing.

Call this process SAT g7 (¢, )
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The Algorithm for £G ¢

Label all states with EG ¢
Delete EG ¢ from any state not labelled with ¢.

Delete EG ¢ from any state where none of its
successors is labelled with £ G ¢. Repeat until no
more labels can be deleted.

Call this process SAT g (@)
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We need to handle EG, EU, EX symbolically, i.e. by
manipulating Boolean formulas.

Recall from Homework:
We can write CTL operators “recursively” using £ X.

EX] ¢ =[EX] ¢
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Symbolic Model Checking

We need to handle EG, EU, EX symbolically, i.e. by
manipulating Boolean formulas.

Recall from Homework:
We can write CTL operators “recursively” using £ X.

EX] ¢ =[EX] ¢
EGl¢ = ¢ A EX|EG|6
EF|é¢ = ¢V [EX|[EF]6
EUlw =y VA [EX](0[EU )




Symbolic Model Checking

We need to handle EG, EU, EX symbolically, i.e. by
manipulating Boolean formulas.

Recall from Homework:

We can write CTL operators “recursively” using £ X.

¢

EX

EG

bF

rU

o =EX| ¢

b= N EX|EG|p
p=0V |EX||EF|p
=9y VYA EX| (plEU

)

Main Idea: if we can describe how to do symbolic
model checking for E X ¢, then we can give
recursive algorithms for the other operators.
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Symbolic Model Checking

How to compute EX ¢ symbolically.

EX ¢o=3V" R AN o[ V'] V]

NN

exists a there is some obeys the
path where : assignment for | | transition
¢ holds in the next state relation
the next variables

state

¢ holds when variables
are updated with the
new state variables
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{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p) q, T}

Labelling Function L : AP — F(z,y)
Pp=x Ay q=7 =(zAy)

Transition Relation:

{r,q} Ap,q¢} P Let's compute X p
EX p=3V R A p| V' JV]
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{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p) q, T}

Labelling Function L : AP — F(z,y)
P=x ANy g=x r=-(rxAy)

Transition Relation:
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{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p) q, T}

Labelling Function L : AP — F(z,y)
p=x Ay g==x = —(z A y)
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Symbolic Model Checking

{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p,q,r}

Labelling Function L : AP — F(z,y)
p=x Ay g=x r=-(rxAy)

Transition Relation:

@‘@ LR = (@ =any =) V(e =z Ay =y)
{r,q) Ap.a} P Let's compute EX p
EXp=3V' R A p| V' V]
EXp=3dx',y (@' =zANy =-y)V(' =—-zAy =y) N (2" ANY)
...some Boolean simplifications . ..
EX p=3z",y (@' ANzAy A—-y)V (' A-z ANy ANy)
... existential quantifer elimination ...
EX p=(xAN—y)V (—zAy)

Which states does this formula represent?
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Initial State: -z A —y
' Atomic Propositions: AP = {p,q,r}

Labelling Function L : AP — F(z,y)
p=x Ay g=x r=-(rxAy)

Transition Relation:

VR = (@=zAy ==y V(@ =-ary =y)

}9 Let's compute £.X p

7’
-
-

~ - -

EXp=3V' R A p| V' V]

EXp=3dx',y (@' =zANy =-y)V(' =—-zAy =y) N (2" ANY)
...some Boolean simplifications . ..

EX p=3z",y (@' ANzAy A—-y)V (' A-z ANy ANy)
... existential quantifer elimination ...

EX p=(xAN—y)V (—zAy)

Which states does this formula represent?



Symbolic Model Checking

Let's think about EF



Symbolic Model Checking
Let's think about E'F

EF ¢ = ¢V EX EF ¢



Symbolic Model Checking
Let's think about E'F

EF ¢ = ¢V EX EF ¢

EF

oV EX (¢pV EX EF ¢)



Symbolic Model Checking
Let's think about E'F

EF ¢

oV EX EF ¢
EF
EF ¢

oV EX (¢pV EX EF ¢)
oV EX ¢V EX EX EF ¢



Symbolic Model Checking
Let's think about E'F

EF ¢ = ¢V EX EF ¢
EF ¢ = ¢V EX (¢V EX EF ¢)
EF ¢ = ¢V EX ¢V EX EX EF ¢

EF ¢

oV EX ¢V EXEX ¢ V EX EX EX EF ¢



Symbolic Model Checking
Let's think about E'F

EF ¢ = ¢V EX EF ¢

EF ¢ = ¢V EX (¢V EX EF ¢)

EF ¢ = ¢V EX ¢V EX EX EF ¢

EF ¢ = ¢V EX ¢V EX EX ¢ V EX EX EX EF ¢
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Symbolic Model Checking
Let's think about E'F

EF ¢ = ¢V EX EF ¢

EF ¢ = ¢V EX (¢V EX EF ¢)

EF ¢ = ¢V EX ¢V EX EX EF ¢

EF ¢ = ¢V EX ¢V EX EX ¢ V EX EX EX EF ¢

EF ¢ = ¢V EX ¢V EXEX ¢V EXEX EX ¢V ...

EF ¢ = \/ EX" 0, (where EXp = ¢)
1=0
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@‘@ LR = (@ =aay =y Ve =any =y)

{r,q} Ap,ay P Let's compute EF p

~ - -
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{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p) q, T}

Labelling Function L : AP — F(z,y)
Pp=x Ay q=7 =(zAy)

. Transition Relation:
@‘@ LR = (@ =aay =y Ve =any =y)

{r,q} Ap,ay P Let's compute EF p

~ - -

EFp= EF (x N\y)



Symbolic Model Checking

{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p) q, T}

Labelling Function L : AP — F(x,y)
p=x Ay ==z = -(x Ay)
Transition Relation:

{r,q} Ap gt P Let's compute EF p

~ - -

EFp= EF (x N\y)
=(xAy)V EX EF (zA\y)
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{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p) q, T}

Labelling Function L : AP — F(z,y)
Pp=x Ay q=7 =(zAy)

. Transition Relation:
@‘@ LR = (@ =aay =y Ve =any =y)

{r,q} Ap,ay P Let's compute EF p

~ - -

EF p= EF (x \Ny)
(xANy)V EX EF (z N\y)
(xANy)V EX(xANy)V EX EX EF (x N\y)
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{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p,q,r}
Labelling Function L : AP — F(x,y)
p=x Ay ==z = -(x Ay)
Transition Relation:

{r,q} Aot p Let's compute £ F p

~ - -

Fp= EF (zAN\vy)

(z
(
(

ANy)V EX EF (x ANy)
rANy)V EX(zxAy)V EX EX EF (x Ay)
cAyY)V (xA-y)V(~zAy)V EX EX (xANy)V EX EX EX EF (z \vy)
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{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p,q,r}
Labelling Function L : AP — F(x,y)
p=x Ay ==z = -(x Ay)
Transition Relation:

{r,q} Aot p Let's compute £ F p

~ - -

Fp= EF (zAN\vy)
Vv EX EF (z Av)
V EX(xANy)V EX EX EF (x ANvy)

)V (e AN—y)V(xAy)V EX EX (xNy)V EX EX EX EF (x ANy)
ANyY)V (eA-y)V(~zAy)V EX EX (zAy)V

)
x Ay)
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&

{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p,q,r}
Labelling Function L : AP — F(x,y)
p=x Ay ==z = -(x Ay)
Transition Relation:

{r,q} Aot p Let's compute £ F p

~ - -

Fp= EF (x \Ny)

(
(
(
(
(

xtANy)V EX EF (x ANy)
rANy)V EX(zxAy)V EX EX EF (x Ay)

)
)
cANY)V (eA-y)V(—xAy)V EX EX (xANy)V EX EX EX EF (x \Ny)
cANY)V (e AN—y)V(—xAy)V EX EX (x ANy)V

)V

T Ay (xAN—-y)V(zAy)V EX(xA-y)V (- Ay))...
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{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p,q,r}
Labelling Function L : AP — F(x,y)
p=x Ay ==z = -(x Ay)
Transition Relation:

{r,q} Aot p Let's compute £ F p

~ - -

EF p= EF (x \Ny)
xtANy)V EX EF (x ANy)
rANy)V EX(zxAy)V EX EX EF (x Ay)

(

(z Ay)
=(xANy)V (A y)V(zAy)V EX EX (zxANy)V EX EX EX EF (x \Nvy)
=(xANy)V (eA-y)V(zAy)V EX EX (zAy)V
=(xANy)V (xAN—y)V(xAy)V EX(zAN—-y)V(~xAy))...
=(xANy)V (xA-y)V(zAy)V(xA—y)V(cAy)...=T
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————————————————————

) ) % Initial State: -z A —y
@.@ Atomic Propositions: AP = {p,q,r}
. Labelling Function L : AP — F(z,y)
: p=x Ay g==x = —(z A y)
‘. ' Transition Relation:

O L) R = @y = v = ey =y
{r q} dp, q} p Let's compute EF p

~ - -

N e - =

EFp: EF (z Ay)
=(xANy)V EX EF (x \Ny)
rANy)V EX(zxAy)V EX EX EF (x Ay)

(z Ay)
=(xAy)V (xA-y)V(xzAy)V EX EX (xANy)V EX EX EX EF (x N\y)
=(xANy)V (eA-y)V(zAy)V EX EX (zAy)V
=(xANy)V (xAN—y)V(xAy)V EX(zAN—-y)V(~xAy))...
=(xANy)V (xA-y)V(zAy)V(xA—y)V(cAy)...=T
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Let's think about EG

|

EFG ¢ = o N EX EG ¢

EG ¢

EG ¢

6N EX (¢ A EX EG ¢)

oA EX 6N EX EX g NEX EX EX ¢ A ...
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EGod = ¢N EX N EX EX )ANEX EX EX oA ...

Huff & Ryan Logic for Computer Science Section 3.7,
but you can just trust me :)

ing lattices, fixed-points, p-calculus
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7?( Us



Symbolic Model Checking
Let's think about £ G

EFG ¢ = o N EX EG ¢

Yes!

EGod = ¢N EX N EX EX )ANEX EX EX oA ...

Huff & Ryan Logic for Computer Science Section 3.7,
but you can just trust me :)

ing lattices, fixed-points, p-calculus

EG¢ = ¢ N EX (¢ N EX EG ¢)
7?( Us

EG ¢ = /\ EX" 0, (where EX%p = ¢)
1=0
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{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p) q, T}

Labelling Function L : AP — F(z,y)
Pp=x Ay q=7 =(zAy)

Transition Relation:

@.@ R = (@=zAy=-y)V( =-xzAry =y)

{r,a} {p,q} Let's compute AF p



Symbolic Model Checking

{r} {r} Initial State: -~z A —y
@.@ Atomic Propositions: AP = {p) q, T}

Labelling Function L : AP — F(z,y)
Pp=x Ay q=7 =(zAy)

Transition Relation:

@.@ R = (@=zAy=-y)V( =-xzAry =y)

{r,a} {p,q} Let's compute AF p

AF p=-EG—p = -EG(—x V —y)
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< {fr} {r} \‘; Initial State: -z A —y
| @.@ Atomic Propositions: AP = {p,q,r}
—p Labelling Function L: AP — F(x,y)
: p=x Ay g==x =-(z Ay)

Transition Relation:

@‘@ R = @=zANy =-y)V(E@ =-zAy =vy)
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AF p=-EG—p = -EG(—x V —y)
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-—— - -——
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< {fr} {r} \‘; Initial State: -z A —y
| @.@ Atomic Propositions: AP = {p,q,r}
—p Labelling Function L: AP — F(x,y)
: p=x Ay g==x =-(z Ay)

Transition Relation:

@‘@ R = @=zANy =-y)V(E@ =-zAy =vy)

{r.a} | {p,q} Let's compute AF' p

AF p=-EG—p = -EG(—x V —y)
EG(—z V —y)
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" {7"} {r} \‘: Initial State: —x A —y
@.@ . Atomic Propositions: AP = {p,q,r}
—p -~ Labelling Function £ : AP — Flz,y)
" pP=T Ay g=zxr r=-(xAy)

Transition Relation:

@‘@ R = (@=zAy=-y)V( =-xzAry =y)

{r.q} {p,q} Let's compute AF' p

AF p=-EG—p = -EG(—x V —y)
EG(—z V —y)

=(—xV-y AN EX(—mzV-y) N EX EX(—xV-y) AN EX EX EX(-xzV —y)...
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" {7"} {r} \‘: Initial State: —x A —y
@.@ . Atomic Propositions: AP = {p,q,r}
—p -~ Labelling Function £ : AP — Flz,y)
" pP=T Ay g=zxr r=-(xAy)

Transition Relation:

@‘@ R = (@ =xzANy =-y)VvVE@ =-xzry =vy)

{r.a} | {p,q} Let's compute AF' p

AF p=-EG—p = -EG(—x V —y)
EG(—z V —y)
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-—— - -—— -
- - -

’ {7"} {r } In|t|aI State: =z A —y
. @.@ Atomlc Propositions: AP = {p,q,r}
:.‘ﬁ.p -::i/" Labelling Function L: AP — F(x,y)
\ p=x Ay ==z = -(x Ay)

Transition Relation:

@“@ R = (@ =xzANy =-y)VvVE@ =-xzry =vy)

o mat G ipat Let's compute AF p
\‘\ EG =P

AF p —“;EGﬂp = ~EG(-z V —)

EG(—z V —y)

(~zV-y)ATAN EXTAN EXEXT...

(—rzV YY) ANTANTANT...

(mx V —y)

(—zV-y) N EX(—xV -y AN EX EX(—xV -y AN EX EX EX(—zV —y)...



Symbolic Model Checking

All of the boolean operations we have described for performing
symbolic model checking (conjunction, disjunction, existential
variable elimination) can be accomplished by:

1. Boolean algebra
2. Using BDDs
3. Using a theorem prover



Symb. Mod. Check. using a Theorem Prover

We can translate the EX ¢ formula into Z3.
EX o=V R AN ¢/ V' /] V]
Example: R

(' =2 ANy =-y)V (@ =-2ANy =y)
O =p =Ny

(declare-const x Bool)

(declare-const y Bool)
(assert

(exists ((x- Bool) (y- Bool))
(and
(or

(and (= x-x) (= y- (not y)))
(and (= x_ (not x)) (= y-y)))
(and x_y-))))
(apply ge)
(check-sat)
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(apply ge)
(check-sat)
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We can translate the EX ¢ formula into Z3.
EX ¢=3aV' RN ¢/ V' | V]
Example: R

(' =2 ANy =-y)V (@ =-2ANy =y)
O =p =Ny

(declare-const x Bool)

(declare-const y Bool)
(assert

(exists ((x- Bool) (y- Bool))
(and
(or

(and (= x-x) (= y- (not y)))
(and (= x_ (not x)) (= y-y)))
(and x_y-))))
(apply ge)
(check-sat)




Symb. Mod. Check. using a Theorem Prover

We can translate the EX ¢ formula into Z3.
EX ¢=3V" R ANl|op| V' /| V]
Example: R

(' =2 ANy =-y)V (@ =-2ANy =y)
O =\p = ANy

(declare-const x Bool)

(declare-const y Bool)
(assert

(exists ((x- Bool) (y- Bool))
(and
(or

(and (= x-x) (= y- (not y)))
(and (= x- (not x)) (= y-y)))
(and x_y-))))
(apply qe)
(check-sat)
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We can translate the EX ¢ formula into Z3.
EX ¢=3V" R AN ¢ V' /] V]
Example: R

(' =2 ANy =-y)V (@ =-2ANy =y)
O =p =Ny

(declare-const x Bool)

(declare-const y Bool)
(assert

(exists ((x- Bool) (y- Bool))
(and
(or

(and (= x-x) (= y- (not y)))
(and (= x_ (not x)) (= y-y)))
(and x_y-))))
(apply ge)
(check-sat)



Symb. Mod. Check. using a Theorem Prover

We can translate the EX ¢ formula into Z3.
EX o=V R AN ¢/ V' /] V]
Example: R

(' =2 ANy =-y)V (@ =-2ANy =y)
O =p =Ny

(declare-const x Bool)

(declare-const y Bool)
(assert

(exists ((x- Bool) (y- Bool))
(and
(or

(and (= x-x) (= y- (not y)))
(and (= x- (not x)) (= y-)))

(and x_y.))))
(apply ge)
(check-sat)




