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Symbolic Attack Tree via Symbolic Execution

cost: 1
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s ≤ i1

cost: 2
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cost: 2
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cost: 1
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cost: 2
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o = 1⇒ s ≤ i o = 2⇒ s > i

Set of leaf constraints de�ne a symbolic partition.
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Other Methods

My approach: reduce attack synthesis to numeric optimization problem.

MaxSMT: reduce attack synthesis to Max SAT problem.
Reduces everything to bits.
Upper bound on information leakage.

MARCO: reduce attack synthesis to Maximum SAT Subsets problem.

Exact optimal information leakage guaranteed.

Limited by model counter.
Numeric optimum not guaranteed.

Reduces everything to bits.
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Case Study: LawDB

From DARPA Space-Time Analysis for Cybersecurity (STAC)

41 classes, 2844 line of code.
DB: key = employee ID
Some employee IDs have restricted access.

Server

Client

Writes to log �le depending on
IDres ∈ [minID,maxID]

From DARPA Space-Time Analysis for Cybersecurity (STAC)

search midID maxID List of employees.
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LawDB Partition Constraints



29 A

Case Study: LawDB, DB size = 100

Numeric

MaxSMT

MARCO

Tree depth Time

Keep pushing tree deeper until partitions have size 1.

7 57s

17 21s

7 2m 36s



29 B

Case Study: LawDB, DB size = 100

Numeric

MaxSMT

MARCO

Tree depth Time

Keep pushing tree deeper until partitions have size 1.

7 57s

17 21s

7 2m 36s



29 C

Case Study: LawDB, DB size = 100
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Tree depth Time
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Proposed Experiments

DARPA Space-Time Analysis for Cybersecurity (STAC)
Canonical Side-Channel Vulnerability Benchmark

https://github.com/Apogee-Research/STAC/

7 Applications, 1 to 3 variants each
14 total programs
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Challenges and Solutions

Exponential blowup
Cost model: overly ideal, not realistic

Ignores HW / OS properties

Fully O�ine Static

Quantify over all s ∈ SQuantify over all s ∈ S

Static + Dynamic

Real system has one s ∈ S
Put program on a real system

Dynamic cost pro�ling
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Online Attack Synthesis

Proposed Work
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Prototype Implementation

NASA Symbolic
PathFinder (SPF) + Z3 Constraint Solver

Python
Pro�ler Client NUC Server

Barvinok Mathematica
Weighted Symbolic

Model Counting Numeric Maximization
Symbolic Entropy Computation

Intel P (s, i )
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Proposed Experiments

DARPA Space-Time Analysis for Cybersecurity (STAC)
Canonical Side-Channel Vulnerability Benchmark

https://github.com/Apogee-Research/STAC/
7 Applications, 1 to 3 variants each

14 total programs

Compare the two approaches.
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Proposed Work Summary
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Timeline

Fall 2017:
Uni�ed theoretical model for side-channel techniques from my work.

Incorporate feedback from committee.

Winter 2018:

Finish all experiments.

Finish implementation.

Improve prototype implementation.

Spring 2018:

Defend dissertation in May.

Complete dissertaion draft by April.
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