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Our Approach

TAV A Symbolic Execution
c_(_{) | System Profiling > I(Z)
c=_ Entropy

Z(7) is a symbolic expression over program inputs ¢
that measures how much information is gained by
an attacker when making input <.

Find ¢ that maximizes Z(7) to get the attacker's
best input at every step.
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Implementation

NASA Symbolic Z3 Constraint Sol
PathFinder (SPF) onetraiiit SO

Python > P(s,i)
_ _ Intel ’
-
Profiler Client NUC Server
Barvinok Mathematica

Weighted Symbolic Symbolic Entropy Computation

Model Counting Numeric Maximization




Case Study: LawDB

From Defense Advanced Research Projects Agency (DARPA)
Space-Time Analysis for Cybersecurity (STAC) Project

Client
A

SEARCH minID maxID List of employees.

\ 4

Server

DB: key = employee ID
Some employee IDs have restricted access.

Writes to log file depending on
ID,cs € [minID, maxlD)]
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Offline Attack
ID Range | # Employees | Analysis time (m) | # steps
1-100 3 57s 2m338s 25
1-10000 4 2m21s 2m43s 45
1-10000 5 6m30s 3m08s 48
1-10000 10 42m09s 4m31s (7




Our Approach

TAV A Symbolic Execution
(_(_{) | System Profiling > I(Z)
c=_ Entropy

I(Z) Aﬂ MAXIMIZE ’_’@*

Automatically synthesize side-channel attacks!
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