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No reading 
today!
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Original 

Image

“Magnified” 

Image

Heads?

Slide 1 Slide 2

Tails?

Slide 1 Slide 2
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Spartan scytale (500 BCE)

Caesar Cipher (100 BCE)

"senddonuts"

"vhqggrqtwv"
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Symbol Number

' ' 32

! 33

…

. 46

…

A 65

B 66

…

Z 90

a 97

b 98

…

z 122

>>> ord('A')

65

>>> ord('!')

33

>>> chr(65)

'A'

>>> chr(33)

'!'
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Symbol Number Binary String

'00100000'

'00100001'

'00101110'

'01000001'

'01000010'

'01011010'

'01100001'

'01100010'

'01111010'

' ' 32

! 33

…

. 46

…

A 65

B 66

…

Z 90

a 97

b 98

…

z 122
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0 XOR 0 = 0

0 XOR 1 = 1

1 XOR 0 = 1

1 XOR 1 = 0

A    B    A XOR B

0    0       0

0    1       1

1    0       1

1    1       0

Associative:  (0 XOR 1) XOR 0 = 0 XOR (1 XOR 0)

Commutative:  0 XOR 1 = 1 XOR 0

What is 0 XOR 1 XOR 1 XOR 0 XOR 1?

What is x XOR y XOR x?
Worksheet!
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0 XOR 0 = 0

0 XOR 1 = 1

1 XOR 0 = 1

1 XOR 1 = 0

A    B    A XOR B

0    0       0

0    1       1

1    0       1

1    1       0

One-time pad

00111101 01111010 00010011 …

One-time pad images from www.ranum.com and www.home.egge.net 
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I               space             h            …

01001001 00100000 01101000

Original 

Message:

Binary Version:

00111101 01111010 00010011One-time pad:
XOR

01110100 01011010 01111011Encrypted:

In text form:                       t                   Z                {                        
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I               space             h            …

01001001 00100000 01101000

Original 

Message:

Binary Version:

00111101 01111010 00010011One-time pad:
XOR

01110100 01011010 01111011Encrypted:

00111101 01111010 00010011One-time pad: XOR

01001001 00100000 01101000

I               space             h            …

Original 

Message!
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Histogram courtesy of http://www.simonsingh.net/The_Black_Chamber
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Tuesday’s message:

ATTACK AT DAWN => HBWAKYBYAVLMQ4

Wednesday’s message:

RETREAT AT TEN => [SWRMS68T"(XC4

Tuesday XOR Wednesday:

Not printable, but the one-time pad drops out!
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Alice Bob
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Alice Bob

PadAlice PadBob

%�&�������	��%� '�(��

Alice Bob

PadAlice PadBob

((PadAlice XOR Message)

XOR PadBob ) XOR PadAlice)

= Message XOR PadBob

%�&�������	��%� '�(��

Alice Bob

PadAlice PadBob

(Message XOR PadBob)

XOR PadBob =?

This seems like a great trick but…

Worksheet!
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Alice (Private 
Key: 010110)

Bob (Private
Key: 001010)

Alice’s Public Key: 10100

Bob’s Public Key: 11100

Carol’s Public Key: 01010

Danny’s Public Key: 10111

"I like spam"

10110100010

f(1011010010, 11100)

101010001010

f is public and used

by all parties!
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��'�*,

Alice (Private 
Key: 010110)

Bob (Private
Key: 001010)

Alice’s Public Key: 10100

Bob’s Public Key: 11100

Carol’s Public Key: 01010

Danny’s Public Key: 10111

"I like spam"

10110100010

f(1011010010, 11100)

101010001010

101010001010

g(101010001010, 001010)

10110100010

"I like spam"

g is public and used

by all parties!
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def badhash(s):

x = sum([ord(c) for c in s])

return x % 1009

>>> badhash("hello")

532

>>> badhash("hello there")

91
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def sha1(s):

x = # much magic

return x

>>> sha1("hello")

f572d396fae9206628714fb2ce00f72e94f2258f

>>> sha1("hello there")

55e82e1eb131597ce6ef77ff775b2c2e5f4d6b45
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message = "Pay $1M to SAT proctor"

hash = sha1(message)

proof = encrypt(hash, felicity_private_key)

secret = encrypt(message + proof,

bank_public_key)

send(secret)


