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“Tour of the Black Holes of Computing!” Basic Parameters
= N =2": Number of addresses in virtual address space
= M =2™: Number of addresses in physical address space
. m P = 2P : Page size (bytes)
Virtual Memory: Systems Cyffgonents of the virtual address (VA)
u VPN: Virtual page number
m_VPO: Virtual page offset
. = TLBI: TLB index
Topics = TLBT: TLB tag
= Simple memory system example Components of the physical address (PA)
m Case study: Core i7 = PPN: Physical page number
u Linux memory management = PPO: Physical page offset (same as VPO)
) m CT: Cache tag
= Memory mapping = Cl: Cache index
m CO: Byte offset within cache line
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Simple Memory System Example E 1. Simple Memory System TLB k]
Addressing 16 entries ﬁ )/
> I <
= 14-bit virtual addresses £ @vay associative /7 L{ p
m 12-bit physical address 2 q
m Page size = 64 bytes
TLBT TLBI —
13 12 1 0 s 8 7 6 s a4 3 2 1 o ‘13‘12‘11‘10‘9‘8‘7‘5‘5‘4‘3‘2‘10
N N Y I
VPN VPO VPN vpo
Virtual Page Number Virtual Page Offset
Set Tag | PPN | Valid | Tag | PPN | Valid | Tag | PPN | Valid | Tag | PPN | valid
11 10 9 8 7 6 5 a 3 2 1 0 ] 03 - 0 09 oD 1 00 - [] 07 02 1
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ 1 03 2D 1 02 - 0 04 - [] 0A - 0
2 02 - 0 08 - 0 06 - [] 03 - 0
PPN PPO
R 3 07 - 0 03 oD 1 0A 34 1 02 - 0
Physical Page Number Physical Page Offset
-3- €S 105 —4- €S 105




2. Simple Memory System Page Table

Only show first 16 entries (out of 256)
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3. Simple Memory System Cache
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VPN | PPN | valid VPN | PPN | valid
0 | 28 1 08 | 13 1
o1 _ 0 09 17 1 11 10 9 8 7 6 5 4 3 2 1 [
2 | = | 1 oA |09 | 1 CT T T T T T T T T ]
03 | 02 1 08 - [ PPN PPO
04 - 0 oc - [
05 16 1 oD 20 1 ldx Tag Valid BO B1 B2 B3 ldx Tag Valid BO B1 B2 B3
06 - 0 OF 11 1 0 19 1 99 11 23 11 8 24 1 3A 00 51 89
1 15 0 - - - - 9 2D 0 - - _ _
o - 0 OF 0o ! 2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
3 36 [] - - - - B 0B 0 - - - -
4 32 1 a3 6D 8F 09 C 12 [} - - - -
5 oD 1 36 72 FO j1) D 16 1 04 9% 34 15
6 31 0 - - - - E 13 1 83 77 1B D3
=5- csS 105 6 7 16 1 11 | c2 | oF | 03 F 1 [ - - _ = ksios
LS,y LS,
) - )
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Address Translation Example #1 o 1. Simple Memory System TLB o
Virtual Address: Ox@m 16 entries
TLBT LBl — 4-way associative
13 12 11 10 9 8 7 6 5 a 3 2 1 0
[oJoJoJoJaJa[s[1JoJs]of1]o[o]
e S —————— TLBT TLBI —
VPN VPO 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VPNOXOF  TLBI 3 TLBTOx03  TLBHit? _  PageFault? __  PPN:___ N Y N I B
VPN VPO
Physical Address
c o —
4o e . , . s . s , . 0 set | Tag | PPN | valid | Tag | PPN | Valid | Tag | PPN | valid | Tag | PPN | valid
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ] 03 - 0 09 oD 1 00 - [] 07 02 1
1 03 2D 1 02 - 0 04 - [] 0A - 0
PPN PPO 2 02 - 0 08 - 0 06 - [] 03 - 0
co__ c__ cT___ Hit? Byte: 3 07 - I EG) @ OIS 1 02 = 0
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Address Translation Example #1 6 3. Simple Memory System Cache 6
Virtual Address: 0x03D4 16 lines, 4-byte block size
TLBT LBl — Physically addressed
13 12 11 10 9 8 7 6 5 a 3 2 1 0 .
[of of of of a[ a[ affa[ o[ 1]o 10 0] Direct mapped a a 0 —
VPN VPO 11 10 9 8 7 6 5 4 3 2 1 [
(el " A T 1 [e]o]
VPN OxOF  TLBI_3 TLBT_0x03 TLBHit? Y  PageFault? N PPN:0x0D PPN PPO
. ldx Tag Valid @ B1 B2 B3 ldx Tag Valid BO B1 B2 B3
Physical Address (—\’_7 0 19 1 9 |11 [ 231 8 24 1 3 [ o0 [ 51 | 89
a co — 1 15 ) - - - - 9 20 0 - - - -
11 10 9 8 7 6 5 4 3 2 1 0 2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
[oJof[1[1JoJ1JoJa]of1][o0]0] 3 [ | o | - [ - -]~ B | | o | - | - -]-
LV L S—— a 32 1 a3 6D 8F 09 C 12 0 - - - -
5 [ORIOIES 0 | 1D D 16 1 04 | 9% | 34 | 15
COoO0 Cl0x5 CT 0x0D Hit? __ Byte: 6 31 0 - - - - E 13 1 83 77 1B D3
-9- €S 105 T 7 6 | 1 11 | c2 | oF | o3 F 14 | o Z Z _ ~ ks 105
HAC 8y HNC. 8y
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Address Translation Example #1 5 Address Translation Example #1 o
Virtual Address: 0x03D4 Virtual Address: 0x03D4
TLBT TLBI — TLBT TLBI —
13 12 11 10 9 8 7 6 5 a 3 2 1 0 13 12 11 10 9 8 7 6 5 a 3 2 1 0
[of of of of ] 1] 1] 1] of 1o 1] o[ 0] LT T T T T T ]
VPN VPO VPN VPO
VPNOXOF  TLBI3  TLBTOx03  TLBHit? Y  PageFault? N PPN:0x0D VPN___ TLBI__ TLBT___  TLBHit?__  PageFault?__  PPN:___
Physical Address Physical Address
a o — a o —
11 10 9 8 7 6 5 a 3 2 1 0 11 10 9 8 7 6 5 a4 3 2 1 0
[ofJofl1f1Jol1Jo[1Jo 1 o]o] LT T T T T T T T ]
PPN PPO ———» PPN PPO ———»
coo Clox5  CTOx0D Hit? Y Byte:0x36 co___ c__ cT___ Hit? Byte:
—11- s 105 —12- Cs 105
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Address Translation Example #2 S 1. Simple Memory System TLB K
Virtual Address: 0x0020 16 entries
TLBT LBl > 4-way associative
13 12 11 10 9 8 7 6 5 a 3 2 1 0
[oJoJoJoJoJoJoJo[tJoJoJoJofo]
TLBT TLBI —
VPN VPO 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VPNOX00 TLBI O  TLBTOx00  TLBHit? _  PageFault? __  PPN:___ LT T T T T T T T T T [T ]
VPN VPO
Physical Address
c 0 —
" 10 9 8 5 6 s a 3 N 1 0 Set Tag PPN Valid Tag PPN Valid /Taa\ PPN Valid Tag PPN Valid
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ) 03 - 0 09 | op 1 () - [@f o7 o2 1
1 03 | 20 1 02 - Noa” | - ) 0A - [}
PPN PPO 2 02 - 0 08 - 0 06 - [] 03 - 0
co__ c__ cT__ Hit? Byte: 3 07 - 0 03 oD 1 0A 34 1 02 = 0
—13- cs 105 —14- cs 105
LS,y LS,
) - i1 ‘
Address Translation Example #2 S 2. Simple Memory System Page Table S
Virtual Address: 0x0020 Only show first 16 entries (out of 256)
TLBT TLBI —
B 2w W 5 8 7 6 5 ¢4 3 2 10 VPN | PPN | valid VPN | PPN | valid
alle allt
[oololo o o o o 1[0 0 00 0] . T o [ oo | vl
VPN VPO 01 - 0 09 | 17 1
VPNOX00 TLBI O  TLBTOx00  TLBHit? N  PageFault? _  PPN:___ g; zz 1 Z: 0_9 ;
04 - 0 oc - [
Physical Address 05 | 16 | 2 o | |1
a o — 06 - [ (3 11 1
11 10 9 8 7 6 5 4 3 2 1 0 07 - o OF 0D 1
CT T T T T T T T T 1]
PPN PPO ———
co___ Cl__ CT___ Hit? __ Byte:
—15- €S 105 — 16— cs 105
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Address Translation Example #2 6 3. Simple Memory System Cache 6
Virtual Address: 0x0020 16 lines, 4-byte block size
TLBT LBl — Physically addressed
13 12 11 10 9 8 7 6 5 a 3 2 1 0 .
[0[oJoJoJo]oJoJo]1]0o]oo]o]0] Direct mapped a a o —»
VPN VPO 11 10 9 8 7 6 5 4 3 2 1 0
CT T T T T T T T T T 1]
VPNOX00. TLBI O TLBT 0x00 TLBHit? N Page Fault? N PPN:0x28 PPN PPO
. ldx Tag Valid B0 B1 B2 B3 ldx Tag Valid BO B1 B2 B3
Phy5|cal Address 0 19 1 99 11 23 11 8 [@) [(1) |3 | oo 51 89
c co —
1 15 0 - - - - 9 2D 0 - - - -
11 10 9 8 7 6 5 a 3 2 1 0 2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
[1]of1]olofof 2 o]0 o]0o]0] s o[-~ -[-|[s[®[ol-T-1-1-
; PN PPO 4 32 1 a3 6D 8F 09 C 12 0 - - - -
5 oD 1 36 72 FO 1D D 16 1 04 9% 34 15
co 0 C10x8 CcT0X28 Hit? __ Byte: 6 31 0 - - - - E 13 1 83 77 1B D3
—17- cs 105 18- 7 16 1 11 | c2 | oF | 03 F 1 [ - - _ = Lsios
HNC. €5y HNC.CS))
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Address Translation Example #2 o Address Translation Example #2 o
Virtual Address: 0x0020 Virtual Address: 0x0020
TLBT TLBI — TLBT TLBI —
13 12 11 10 9 8 7 6 5 a 3 2 1 0 13 12 11 10 9 8 7 6 5 a 3 2 1 0
[o0[oJoJoJoJoJoJo[1]ofofofofo] I I I I O O O O R e
VPN VPO VPN VPO
VPNOx00 TLBI 0 TLBT 0x00 TLB Hit? N Page Fault? N PPN:0x28 VPN___ TLBI___ TLBT__ TLBHit? __ Page Fault? __ PPN:
Physical Address Physical Address
Cl co — Cl co —
11 10 9 8 7 6 5 a 3 2 1 0 11 10 9 8 7 6 5 a 3 2 1 0
[1]oJ2JoJoJol2ofofo]ofo] [ R R e
PPN PPO ——— PPN PPO ———
co 0 C10x8 CTOx28 Hit? N Byte: Mem co___ Ccl__ cT___ Hit? __ Byte:
-19— CS 105 -20— CS 105
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Address Translation Example #3 o 1. Simple Memory System TLB o
Virtual Address: 0x0316 16 entries
TLBT LBl — 4-way associative
13 12 11 10 9 8 7 6 5 a 3 2 1 0
( [lofefo[i[1]ofololsjoa]s]a]
- — ) -
V’ﬂ‘_\/_f —— VPO 13 12 1 100 9 8 7 6 5 4 3 2 1 0
VPNOXOC ~ TLBI O TLBTO0x03  TLBHit? _  PageFault?__  PPN:___ N N I I
VPN VPO
Physical Address
a o —
4o e . , . s . s , . 0 set | Tag | PPN | valid | Tag | PPN | Valid | Tag | PPN | valid | Tag | PPN | valid
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ) - [ @] o | oo 1 00 - ) 07 | 02 1
1 03 2D 1 02 - 0 04 - [] 0A - 0
PPN PPO 2 02 - 0 08 - 0 06 - [] 03 - 0
co__ c__ cT__ Hit? Byte: 3 07 - 0 03 oD 1 0A 34 1 02 = 0
-21- CS 105 —-22— CS 105
HNC_CS)y HNC. 8y
) - )
Address Translation Example #3 S 2. Simple Memory System Page Table o
Virtual Address: 0x0316 Only show first 16 entries (out of 256)
TLBT TLBI —
13 12 11 10 9 8 7 6 5 4 3 2 1 0 - -
‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 1 ‘ 1 ‘ 0 ‘ 0 ‘ 0 ‘ 1 ‘ 0 ‘ 1 ‘ 1 ‘ 0 ‘ VPN PPN | Valid VPN PPN Valid
00 28 1 08 13 1
VPN VPO 01 - ] 09 17 1
VPNOXOC ~ TLBI O TLBTO0x03  TLBHit? N PageFault?__  PPN:___ z; zz 1 z: 0_9 ;
04 | - 0 | - [(®©
Physical Address 05 | 16 ] 1 L .
Cl co — 06 - ] OE 11 1
11 10 9 8 7 6 5 4 3 2 1 0 07 - o OF | 0D 1
LT T I T I T T ]
PPN PPO ———
COo___ Cl_ CcT____ Hit? __ Byte: } P\AZX
—-23- CS 105 —24— CS 105
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Address Translation Example #3 o Address Translation Example #3 o
Virtual Address: 0x0316 Virtual Address: 0x0316
TLBT TLBI — TLBT TLBI —
[0]oJofo[t]t]oJofo[t]o[1][1]0] O
VPN VPO VPN VPO
VPNOx0C TLBI_O0  TLBT 0x03 TLB Hit? N_ Page Fault? Y PPN: Disk VPN___ TLBI___ TLBT__ TLB Hit? __ Page Fault? __ PPN:___
Physical Address Physical Address
a co — a co —
[ N B [
PPN PPO ——— PPN PPO ———
co___ Cl__ CT___ Hit? __ Byte:
-25- CS 105 -26- CS 105
Wc’)cs,1 HNC.CS))
Intel Core i7 Memory System & End-to-End Core i7 Address Translation

Pr

Core x4~

N instruction| MMU
( 999'5‘9"}5 fetch addr translation!

L1 d-cache H/U i-cache L1d-TLB L1i-TLB
32 KB, 8-way 32 KB, 8-way 64 entries, 4-wa 128 entries, 4-wa

L2 unified cache L2 unified TLB ‘
256 KB, 8-way 512 entries, 4-way

QuickPath interconnect =
4 links @ 25.6 GB/s each |

To other
cores

VN

Tol/O
bridge
)
L3 unified cache DDR3 Memory controller
8 MB, 16-way 3 x 64 bit @ 10.66 GB/s
(shared by all cores) 32 GB/s tolalwy all cores)
AN ) "
\ i)
—27- Main memory ‘ CS 105

32/64

[ Result | L2, L3, and
L main memory
L1 L1
hit miss
L1 d-cache
(64 sets, 8 lines/set)

L1 TLB (16)sets, 4 entries/set)

40

e e (Vi) €
Physical C %§/ ﬁ}(e\f

address
(PA)

Page tables CS 105
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Core i7 Level 1-3 Page Table Entries

63 62 5251 1211
XD | Unused ‘ Page table physical base address

9 8 7 6 5 4 3 2 1,70\
unusea [ [es] | [eo [wr[wslorw{e-o] )

‘ Available for OS (page table location on disk) ‘ P=0 ‘

Each entry references a 4K child page table. Significant fields:
P: Child page table present in physical memory (1) or not (0).
R/W: Read-only or read-write access access permission for all reachable pages.
@s: user or supervisor (kernel) mode access permission for all reachable pages.
WT: Write-through or write-back cache policy for the child page table.
@Reference bit (set by MMU on reads and writes, cleared by software).
PS: Page size either 4 KB or 4 MB (defined for Level 1 PTEs only).

Page table physical base address: 40 most significant bits of physical page table
address (forces page tables to be 4KB aligned)

isable or enable instruction fetches from all pages reachable from this PTE.

—29— Cs 105
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Core i7 Level 4 Page Table Entries

63 62 5251 1211 5 4 3 2 1
XD | Unused ‘ Page physical base address ‘ Unused ‘ G ‘ ‘ D ‘ A ‘cn ‘wt‘u/s‘n/vﬂ -
‘ Available for O (page location on disk) \ ‘P:O‘

Each entry references a 4K child page. Significant fields:
P: Child page is present in memory (1) or not (0)
R/W: Read-only or read-write access permission for child page
U/S: User or supervisor mode access
: Write-through or write-back cache policy for this page
—— A:Reference bit (set by MMU on reads and writes, cleared by software)
irty bit (set by MMU on writes, cleared by software)

Page physical base address: 40 most significant bits of physical page address
(forces pages to be 4KB aligned)

XD: Disable or enable instruction fetches from this page.

—30- Cs 105
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Core i7 Page Table Translation : o ‘

9 9 9 9 12 Virtual
[ vN1 | VPN2 [ VPN3 | VPN4 | |
address
L1PT L2PT L3PT L4PT
Page global | Page upper | Page middle Page
directo directol directo ap table
CR3 40 : Yy |ap, Yy |40
Physical
address Offset into
of L1 PT 12 physical and
[ L1PTE}- "+ L2PTE L3PTE L4 PTE — virtual page
512GB 1GB 2mMB 4KB
region region region region
per entry per entry per entry per entry
l—"g
40 Physical
PPN |

-a1- \

addressCs 105

HNCCS))
.

Cute Trick for Speeding Up L1 Access

Tag Check
Physical
address
(PA)
[SeTe[d [3[e T3]
Address
Virtual Translation
address
L1 Cache

(VA)

Observation
m Bits that determine Cl are identical in virtual and physical address
m Can index into cache while address translation taking place
m Generally we hit in TLB, so PPN bits (CT bits) available next
= “Virtually indexed, physically tagged”
-32-m Cache carefully sized to make this possible CS 105
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Linux Organizes VM As Collection of “Areas” "}

Process virtual memory

vm_area_struct

task_struct

mm_struct vm_end
mm ped vm_start
vm_prot
mmap vm_flags
Shared libraries
vm_end
pgd vm_start
= Page global directory vm_prot B
address vm_flags
= Points to L1 page table S
vm_prot:
= Read/write permissions Text
for this area vm_end
vm_flags vm_start
m Pages shared with other vm_prot
processes or private to vm_flags o
. vm_next
this process = CS 105

—34-—

Linux Page-Fault Handling

vm_area_struct

vm_end

vm_start

vm_prot

vm_flags

Process virtual memory

shared libraries

vm_end

vm_start

vm_prot

vm_flags

vm_end

vm_start

vm_prot

vm_flags

vm_next

—35-
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0

Segmentation fault:
inga :

text o

data read

page

Normal page fault

Protection exception:

e.g., violating permission by
writing to a read-only page (Linux
reports as Segmentation fault)

Cs 105
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Memory Mapping 3

VM areas initialized by associating them with disk objects.
m Process is known as memory mapping.
Area can be backed by (i.e., get its initial values from) :
m Regular file on disk (e.g., an executable object file)
e Initial page bytes come from a section of a file
m Anonymous file (e.g., nothing)
o First fault will allocate physical page full of 0's((demand-zero page)
® Once the page is written to (dirtied), it is like any other page

Dirty pages are copied back and forth between memory and a special swap
file.

—36— Cs 105

Sharing Revisited: Shared Objects Ed

Process 1
virtual memory

—37-
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Physical Process 2
memory  virtual memory

Shared
object

HNC. CS}
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m Process 1 maps
the shared object

Cs 105
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Sharing Revisited:

Sharing Revisited: Shared Objects sk " . - sk
9 ! o Private Copy-on-Write (COW) Objects o
Process 1 Physical Prolcess 2 s Process 2 maps Process 1 Physical Prolcess 2 »  Two processes
virtual memory  memory virtuajemory A virtual memory  memory virtuaﬂemory mapping a private
the shared object copy-on-write (COW)
= Notice how the || object.
virtual addresses ) » Area flagged as
- can be different. }cop;_’")‘:f_‘v‘:me copy-on-write
area n PTEs in private areas
. S Y y are flagged as(read=—
only -
o Shared o o Private o
_38- object CS 105 —39- copy-on-write object CS 105
= == HNC. CSy HNC. CS)
Sharing Revisited: ! : i i
aring . . i The fork Function Revisited o
Private Copy-on-write (COW) Objects o o
VM and memory mapping explain how fork provides private address
Yy mapping exp p p
space for each process
viroress S iy . '"r?\‘,:::“‘;" :’{:'"i o To create virtual address for new new process
— ) — zrotecti’;ngfaultgg = Create exact cor_)ies of current kernel structures ar?d page tables.
_ ‘ \g\ﬁv-o\n-write « Handler creates new R/W = Flag each page in both processes as read-only, private COW
S d ] page On return, each process has exact copy of virtual memory
NN - || Writeto private m Instruction restarts upon . . .
N B =15 copy-on-write handler return Subsequent writes create new pages using COW mechanism.
| age
K pag n Copying deferred as long
2N as possible!
‘ ’@ ;
o Private o

—40- copy-on-write object CS 105
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HNC_ C§}
5

User-Level Memory Mapping i

void *mmap (void *start, int@
int prot, int flags, int offset)

Maps len bytes starting at offset of£set of the file specified by file
descriptor £d, preferably at address start

may be NULL for “pick an address”

= prot: PROT_READ,ys... /4 g~ | __ A~

m flags: MAP_ANON, MAP_PRIVATE, MAP_SHARED, ...

Returns pointer to start of mapped area (might not be start)
—_—

— 43— Cs 105

User-Level Memory Mapping

void *mmap (void

int prot, int flags, int £fd, int offset)

*start, int len,

len bytes
offset
(bytes)
0 0
Disk file specified by
_44- file descriptor £d

o

len bytes

start

(or address
chosen by kernel)

Process virtual memory

Cs 105
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LS,y

Example: Using mmap to Copy Files

m Copying a file to stdout without transferring data to user space .

—45-

#include "csapp.h”

/* mmapcopy driver */
int main(int arge, char **argv)

void mmapcopy(int fd, int size) /
J oK struct stat stat;
int fd;
/* Ptr to memory mappéd area */
char *bufp; /* Check for required cmd line arg */
if (arge 1=2) {
bufp = Mmap(NULL, size, fprintf(stderr, "usage: %s <filename>\n",
PROT_READ, argv[0]);
MAP_PRIVATE, exit(0);
i }

0);
Write(1, bufp, size);
return;

K/\ veot

mmapcopy.c

/* Copy inputfitego stdout */

fd= Open_RDONLV, 0);

Fstat(fd, &stat);

mmapcopy(fd, stat.st_size);
=

exit(0);

mmapcopy.c

S 105




